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the more elements in a password, the more likely it is to be easy to remember. my daughter's name, for example, has 26 elements: the 26 letters of the english alphabet; the first and last letters of her name; and the initial and final letters of each name. the more names in your password list, the better your password. if you had a list of 10 names, the password lll lll lll would be much better than lllll. if you had a list of 100 names, then the password abcabcabcabcabcabcabcabcabc would be much better. a list of 200
names would be even better yet, so the password mmmmmmmmmmmmmmmmmmmmmmmmmm would be better still. by the way, llllll is not really a good password, but it's still better than something like llllll. if you had a list of names, say, of the stockholders of the banks that provided your credit card, the same principle would apply: a list of 100 names is better than a list of 10 names. with 10 names, you have 10 possibilities for the first letter of your password. with 100 names, you have 10 possibilities for the

first letter, and 10 possibilities for the second letter, and 10 possibilities for the third letter, and so on. with 200 names, you have 10 possibilities for the first letter, and 10 possibilities for the second letter, and 10 possibilities for the third letter, and so on. that's the principle behind many systems that use text files of names, for example. for any password p, computing its fingerprint is a two-step process. first, we take a fingerprint computed for some other password, add the digits of p to it, and then compute the
result as above. the result is the password r(h(p)).
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the following variant uses the same principles to make the work of hackers easier. r(f0) is the password associated with fingerprint f0. calculate r(f1), and so on, until a fingerprint fm begins with the number of zeros specified. if the number of possible characters is sufficiently small, the time necessary to search the space can be drastically reduced. the figure below depicts
how we can reduce the number of calculations necessary to search the space by searching for the top password of the list each time, instead of the one at the bottom. this is done by placing the fingerprint f0 that begins with 20 zeros in the list of passwords; i.e. a fingerprint that begins with 20 zeros is the password that we are looking for. the tables attack time and

password density show the percentage of passwords that can be decrypted by the attacker with the fastest available computing time, which is less than one hour, and by the fastest computing time that is available today, which is ten years. the tables show that gmail passwords have a high density. for example, if in the space of 1030 possible passwords, there are 200
passwords that can be decrypted in less than one hour, a hacker can find a gmail password in less than 2 years. however, there are only 3,520 passwords that can be decrypted in less than one hour, which is less than one percent of the total number of passwords. the table below shows the hash function used for the gmail password. the hash function generates a fixed-
length output r. the value of r is divided by a, which is the number of possible characters. if the resulting hash value is less than n, then the password is invalid. hash functions are very fast to compute and therefore it is possible to crack a password by generating all of the possible password/fingerprint pairs in the database and checking the fingerprint against the table.
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